CobayHunkm NnpoTnB KNHOMPOOOB




SevZonf

O 4yem mbl bBygem roBopuTb

1. Yt0 Takoe @ B PHP 1 4TO OHa peanbHo genaer.
2. Mpumepsl.
3. Mudsi.

4. AnbTepHaTuBbI.

http://www.devconf.ru



SevZonf

UTto Takoe @ B PHP 1 4TO OHa peanbHO genaet

B PHP ansa Bcex owmnbok BbidbiBaeTcsa error _handler.
« Kpowme caTanos!

« @ npocTo “cknabiBaeT” error_reporting B 0.

http://www.devconf.ru



SevZonf

Uto Takoe @ B PHP 1 4TO OHa peanbHO genaet

root@ubuntu:~# php -dvld.active=1 -r "@unlink('noSuchFile");"

line #* op fetch ext return operands
1 0 > BEGIN_SILENCE ~0
1  SEND_VAL 'noSuchFile'
2 DO_FCALL 1 'unlink’
3 END_SILENCE ~0
4 >RETURN null

branch: # 0;line: 1- 1;sop: 0;eop: 4
path #1: 0,
root@ubuntu:~#
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UTto Takoe @ B PHP 1 4TO OHa peanbHO genaet

ZEND_VM_HANDLER(57, ZEND_BEGIN_SILENCE, ANY, ANY)
{

if (EG(error_reporting)) {
do {
EG(error_reporting) = 0;
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[Mpumepsl
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[Tpnmepbl

$filepath = "/tmp/some.file";
unlink($filepath);
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[Tpmepsbl

$filepath = "/tmp/some.file";
if (file_exists($filepath)) {

unlink($filepath);
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SevZonf

[Tpmepsbl

$filepath = "/tmp/some.file";
if (file_exists($filepath)) {
// race condition

unlink($filepath);
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SevZonf

[Tpnmepbl

$filepath = "/tmp/some.file";
@unlink($filepath);
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SevZonf

[aBainTte pasbepemcs!

«  @ann unu OepuKToOpuda He CyLLeCTBYIOT.

« He gocTynHbl ANA pegakTMpoBaHUa — oK.

http://www.devconf.ru
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[aBainTte pasbepemcs!

« HepocTtato4Ho npas. (chown, fopen, file_get contents, mkdir).

«  ®ann cywectsyeT. (mkdir, fopen, move_uploaded_file).

« [unpekTopus cywiectByeT. (copy, fopen, file_put contents, rename, unlink).
* He gupekTopua, a gpann. (rmdir, scandir, move_uploaded_file).

» [unpekTopus He nycTa. (rmdir).

« He poctato4yHo mMecTta Ha gucke. (file_put_contents).
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SevZonf

[Tpnmepbl
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[Tpnmepbl

public function exists($key)

{
$cacheFile = $this->getCacheFile($this->buildKey($key));

return filemtime($cacheFile) > time();
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SevZonf

[Tpnmepbl

public function exists($key)

{
$cacheFile = $this->getCacheFile($this->buildKey($key));
if (file_exists($cacheFile)) {
return filemtime($cacheFile) > time();
} else {
return false;
}
}
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[Tpnmepbl

public function exists($key)

{
$cacheFile = $this->getCacheFile($this->buildKey($key));
if (is_writeable($cacheFile)) {
return filemtime($cacheFile) > time();
} else {
return false;
}
}
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SevZonf

[Tpnmepbl

public function exists($key)

{
$cacheFile = $this->getCacheFile($this->buildKey($key));

return @filemtime($cacheFile) > time();
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[aBainTte pasbepemcs!

* %sstat failed for %s.
« Unknown file type (%d).

 Didn't understand stat call.
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[Tpnmepbl

http://www.devconf.ru
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[Tpnmepbl

$value = $cache[$key];
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[Tpnmepbl

$value = @$cache[$key];
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SevZonf

[aBainte pa3dbepemcs!

 Undefined index.
 Undefined variable.

« ArrayAccess.
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[aBainte pa3dbepemcs!

$handler->renderCallStackItem(
@$trace[$i]['file'] ?: null,
@$trace[$i][ 'line'] ?: null,
@$trace[$i]['class'] ?: null,
@$trace[$i][ 'function'] ?: null,

$trace[$i]['args'], $i + 2
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[aBainte pa3dbepemcs!

if (null !== $result = @preg replace('...', "', $data))
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[Tpnmepbl
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[Tpnmepbl

$a = include('test.php');
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[Tpumepsbl
$a = @include('test.php');

if (!$a) {
$a = [];
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[aBainte pa3dbepemcs!

I 'error_reporting = 0 anga scero gpavna !
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[Tpnmepbl
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[Tpnmepbl

@non_existing();
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[aBainte pa3dbepemcs!

He norupyetca, WSOD !
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[Tpnmepbl

http://www.devconf.ru



SevZonf

[Tpnmepbl

@session_start();
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[MTOTPAYEHO
1. DOMDocument
2. ob_get clean, ob_end clean
3. posix_isatty
4. unserialize
5.
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Mundobl

« OnepaTtop @ MeasiEHHbIN.

* Henb34a y3HaTb, no4yemy Obinia owmnodKa.
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Mundobl

ini_set('track_errors', 1); // track _errors no ymonuanuio Off.
$my file = @file('non_existent file');
if ('$my_file) {

die ("Failed opening file: error was '$php_errormsg'");
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AnbTepHaTuBbI

Ob6pabaTtbiBaTh Yepes $php_errormsg.

NcknroueHus.
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AnbTepHaTuBbI

function exception_error_handler($errno, $errstr, $errfile, $errline )

{
if (error_reporting() === 0) {
return false;
}
throw new \ErrorException($errstr, @, $errno, $errfile, $errline);
}

set_error_handler("exception_error_handler");
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AnbTepHaTuBbI

try {
unlink(non_existing file);
} catch (ErrorException $e) {

/.
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AnbTepHaTuBbI

« Cobaykm HeT, HO MO CYTU HNYETO HE NMOMEHSINOCH.
» [lpobnema c oTCyTCTBMEM HOPMarbHbIX UCKITIOYEHUN — 3TO Npobnema PHP. MpuxoguTtcs

KpYTUTbCS. ..
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AnbTepHaTuBbI

« CBow streamWrapper ¢ UCKITIOUYEHUSMMN.

« [lapcuHr cTpoku ¢ oLnMBKoNn.
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AnbTepHaTuBbI

protected static $errors = |
'Permission denied' => 'PermissionException’,
'File exists' => "'ExistException',
'Operation not permitted' => 'PermissionException’,
'No such file or directory' => 'DoesNotExistException',
'Is a directory' => 'IsDirectoryException’,
'cannot be a directory' => 'IsDirectoryException',
'Not a directory' => 'NotADirectoryException',
'Directory not empty' => 'DirectoryNotEmptyException',
'stat failed for' => 'StatException',

'is not a valid stream resource'=>"'NotAStreamException',

15
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BbiBOObI

+ Cobaka — eLé ogMH NHCTPYMEHT.
 OnacHbin.
* byabTe OCTOPOXHbI.

« Xpewm Exception.
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[lonesHble pecypchl

1. Ecnu 6yneTte nucatb ceBon error_handler:

https://github.com/php-fig/fig-standards/pull/262/

2. Bblpaxato 6narogapHocTb - Anthony Ferrara n Huknte NMonoy 3a ux 65oru:
http://nikic.qgithub.io/
http://blog.ircmaxell.com/

http://www.devconf.ru


https://github.com/php-fig/fig-standards/pull/262/
https://github.com/php-fig/fig-standards/pull/262/
https://twitter.com/ircmaxell
http://nikic.github.io/
http://nikic.github.io/
http://blog.ircmaxell.com/
http://blog.ircmaxell.com/

http://www.devconf.ru



SevZonf

Bonpocbl?

['puropmn KoyaHos
AnekcaHgp MakapoB — sam@rmcreative.ru

BaH MaTBeeB — Redjiks@gmail.com
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HTMLPurifier
ob_get clean
set_time_limit

include_once
opendir
chmod

SevZonf

[MpnnoxeHwue
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[MpnnoxeHwue

SwiftMailer
mail
get_magic_quotes_runtime

is_writable

fopen
file_get_contents
unlink
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Yii2

ob_end_clean
unserialize
posix_isatty
stream_socket_client
stritime

strtotime
mcrypt_module_open

SevZonf

[MpnnoxeHwue

filemtime
filesize
umask
chmod

touch session_start

mkdir session_set _save_handler
fopen session_regenerate_id
fwrite session_unset

ftruncate session_destroy

fclose session_write_close
flock

file_put_contents

copy
rename

unlink
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Symfony2
posix_isatty
proc_terminate
mb_convert_encoding
highlight_file
inet_pton
getimagesize
stream_select

chmod
chgrp
Ichgrp
chown
Ichown
mkdir
symlink

SevZonf

[MpnnoxeHwue

file_put_contents

fopen
fwrite
fclose
unlink
rmdir
rename
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DOMDocument::schemaValidateSource
DOMDocument::loadXML
DOMDocument::loadHTML
DOMDocument::schemaValidateSource
DOMDocument::load



